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INTRODUCTION Swissbit

++ The Zone Protection feature allows configuring multiple zones

with either write protection or full protection (no read and no
write)

++ Supported with special firmware on CompactFlash (-320 Series
*-7ZP1 devices only

++ Swissbit provides a free management tool for the functionality
(Windows)

++  Swissbit offers a SBZP software library / APl for Windows and/or
Linux, for a small one-time fee

++ Vendor command specification available on request
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ZONE PROTECTION FEATURES

++ Up to 5 different zones / areas in the device
++ Each zone configurable individually
++ Separate password
++ Protection levels:
++ No protection
++ Read only (no writes)
++ Full protection (no reads / no writes)
++ Level change immediately or on restart of card
++ Fast Erase

++ Behavior for restricted commands is configurable
++ Ignore restricted commands or
++ Abort restricted commands with an error status
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ZONE PROTECTION MANAGER

++  Startup screen, overview with supported- & unsupported devices

Drive 0: 3 zones configured

G\ 05
H:\ Data
I:} BACKUP
Drive 0 Unsupported devices:

Drive 1: not supported
F:\ SWISSMEMORY

Drive 2: not supported
C:\ Win7
D:\ System-reserviert

Drive 4: not supported
;Y SWISSMEMORY
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ZONE PROTECTION MANAGER

++ Device overview: zone listing, device information

Overview | Zone Definition | Zone Operations |

Zone 1

1] i o

_ Description:  SFCF 16G6H1B04TO-1-QT:
Drive
Serial: 000099000565E1000001

Capacity: 15.1 GiB, 31.717.728 sectors
Zone 1: lﬂ no password set
Contains volume 05 (G:, NTFS)

Zone 2: l,ﬂ‘ no password set
Contains volume Data (H:, NTFS)

Zone 3: lﬂ‘ no password set
Contains volume BACKUP (I:, FAT32)
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ZONE PROTECTION MANAGER

++ Zone definition: define zone areas & protection mode

Set zones to match
partitioning (volumes)

Zone 1 Zone Zone 3
4,886 3.59G
B 7] n
| Dries—— Drag & Drop" to move zone
. . Capadty: 15.1GiB, 31.717.728 sectors b I'dEI'S iS su Orted
[ save / load configuration |erotecton mode: [gnore <] 0 PP
M Numer of zones: 3 [2] [ Set protection mode
Fone 1 start address: "{7” 4,83G8, O35 (G:, NTFS)

fone 2 start address: 10242043 'V’ 1.65GE, partial Data (H:, NTF3)

13711104

Fone 3 start address: .59GE, partial Data (H:, NTFS), BACKLIP (I:, FAT32)

[ Manually define adresses

Set number of zones ]

Y . y\‘"' ’ 7 A l\\\‘“"
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ZONE PROTECTION MANAGER

++ Device overview: zone listing, device information

6 Svervon [ZoncDeiniion]| Zone Operators [ Select a desired zone ]
/
Overview Zone 1 Zone 2 — Zone 3
) U )

Selected Zone: 1

Prived LBA: 2.048 - 10,242,047 (1.00ME - 4,88GE) Set/Clear a password ]

Contains: O3 (G:, NTFS)

Current Status:  not protected

Password: Change Password ] [ Clear Password

Protection: Protection Effective . .
|:§:| MNone |:§:| Immediately Set P rote Ctl O n a n d Effe ct|Ve ]
() Write Protect () On Reboot

() Read & Write Protect

Fast Erase: Fast Erase
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SBZP SOFTWARE LIBRARY swissbit”

++ The SBZoneProtection software library allows the customer to

enable his applications managing the zone protection
functionality.

++ Advantages of the SBZP software library (over the customer
implementing it himself):
++ Simple programming interface (C library)

++ Hides the complexity of the operating system API
(enumeration of the drives & volumes, vendor command
implementation, etc.)

++ |dentical API for all supported operating systems and
device types
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